
FACT for Procurement Managers

Purchasing products 
with embedded 
3rd-party software?

Need to include 
cybersecurity risk in 
total cost of ownership?

The aDolus FACT™ platform provides you with attestation that software is 
free from vulnerabilities, malware, and other risks — before you sign a PO.

Get visibility into 3rd-party 
components embedded in IT, 
OT, and IoT software 

Predict or track ongoing 
cybersecurity costs as products 
age and vulnerabilities surface

Detect blacklisted component 
vendors and address country-
of-origin concerns

Ensure full transparency 
while reviewing RFP/RFQ 
processes 

Access SBOMs even when 
your suppliers can’t (or 
won’t) provide them 

Centralize product and vendor 
security risk information in a 
single platform
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Improving security and visibility without requiring 
additional resources

FACT for Procurement Managers

FACT Platform Features Benefits
SBOMs

•	 1-click NTIA-compliant SBOMs in SWID and SPDX formats
•	 Enriched SBOMs offering drill-down-and-around to expose 

vulnerable components across your portfolio
•	 VEX (Vulnerability Exploitability eXchange) documents

•	 Verify vendor claims through transparency
•	 Create and maintain a competitive advantage
•	 Provide audit evidence for regulations
•	 Focus on exploitable vulnerabilities

Continuous Supply Chain Visibility

•	 Software validation and easy-to-use scoring
•	 Detection of malware hidden in embedded components via 

multiple AV sources and >21,000 YARA rules
•	 Certificate chain and signature validation
•	 In-the-wild monitoring for unauthorized or fraudulent files
•	 Release and update artifact tracking

•	 Gain detailed visibility into all the vendors, products, and 
components in your solution

•	 Reduce time spent on malware false-positive reports
•	 Manage software obsolescence
•	 Reduce operational costs through automation

Vulnerability Management

•	 AI-driven scanning of public resources
•	 Natural language processing to overcome inconsistent naming
•	 False positive filtering to reduce noise
•	 Vulnerability suggestions where suspected

•	 Get in front of high-profile vulnerability announcements
•	 Find vulnerabilities in all products in minutes, not days
•	 Insulate customers from inherited vendor vulnerability risks
•	 Reduce costs through automated vulnerability research

Risk and Compliance Management 

•	 3rd-party supplier discovery
•	 Supplier quality assessments 
•	 Risk profiles by product line/portfolio
•	 Detection of high-risk software and components
•	 Executive reporting and KPIs

•	 Protect your reputation and reduce potential liability
•	 Make informed procurement decisions
•	 Avoid high-risk or blacklisted suppliers or countries
•	 Drive governance and audit of SDLC policies 
•	 Be prepared for M&A due diligence

Scalability, Security, Performance

•	 Full-featured RESTful API
•	 Cloud (SaaS) platform with portal
•	 Vendor-, platform-, and operating system-agnostic

	y Integrate with corporate systems, workflows, and processes
	y Be assured thanks to proven AWS security best practices
	y Address IT, IoT, and OT products with a single solution
	y Consolidate visibility for management
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